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ABOUT CSI

The seed for the Computer Society of India (CSI) was first shown in the year 1965 with a handful of IT
enthusiasts who were a computer user group and felt the need to organtizeir activities. They also
wanted to share their knowledge and exchange ideas on what they felt was a fast emerging sector.
Today the CSI takes pride in being the largest and most professionally managed association of and
for IT professionals in India. hpurposes of the Society are scientific and educational directed
towards the advancement of the theory and practice of computer science and IT. The organisation
has grown to an enviable size of 100,000 strong members consisting of professionals withdvarie
backgrounds including Software developers, Scientists, Academicians, Project Managers, CIO's ,
CTO's & IT vendors to just name a few. It has spread its branches all over the country. Currently
having more than 500 student branches and rooted firmly at d@Bferent locations, CSI has plans of
opening many more chapters & activity centres in smaller towns and cities of the country. The idea is
to spread the knowledge, and provide opportunities to as many interested as possible.

The CSI Vision: "IT for Masses"

Keeping in mind the interest of the IT professionalsémputer users CSI works towards making the
profession an area of choice amongst all sections of the society. The promotion of Information
Technology as a profession is the top priority of CSI today. To fulfill this objective, the CSI regularly
organizesconferences, conventions, lectures, projects, awards. And at the same time it also ensures
that regular training and skill updating arerganizedfor the IT professionals. Education Directorate,
CSI helps physically challenged citizens by providing tragniRunarjani'. CSI also works towards a
global approach, by seeking out alliances with organizations overseas who may be willing to come
forward and participate in such activities. CSI also helps governments in formulating IT strategy &
planning.
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Message

It gives me great pleasure to convey my best wishes to theare nc h o f CSI Publ
Adhyayano in digital form during the Golden J
student members, by the student members and of the student mdidlsmmensely benefit
academicians, researchers and student community.

CSl is promoting research and innovations in field of IT and allied fields, considering the fact that
research and innovations plays significant role in the development of thediacilplinary approach

leading towards overall development of the society and country at large.

Shri Narendra Modi , Prime Minister of India h
be used to solve the problems of the world. So, the yaitbald use their creativity and should

come up with technological solutions that can positively change the lives of billions of people of the
world. Technology combines 3Sspeed, simplicity and service. Technology is fast, technology is

simpleandtechhroogy i s a brilliant way to serve peopl
|t I's wel |l said by For mer President Late Dr.
even earlier, is not a dream. It need not be a mere vision in the minds of many Indians. It is a mission
wecanallteeup-and succeedo. His dream can become a

Today many Disruptive Innovations have changed the world. It is a process by which a product or
service starts as a simple application in the bottom of the market and twes mp displacing
establish competitors as described by an academicians Clayton Christensen. Many technologies anc
inventors have led disruptive innovations. There are many examples like driver less cars by Google
and not by leading car manufacturers, Binting in manufacturing, GPS systems for navigation,
ATMs replacing Cashiers, Virtual Reality, Interniiternet Video, Social Networking, Wi, Cloud

Storage etc.

| feel that our students, academicians and researchers can work in this area to nesiecoess

stories of sucinmnovations.

The level of articles publishedn A CS 1 A ddf high guality 0satisfying the ever increasing

need of student members to acquire more knowledge in the area of IT and Computer Science

| am confiden , AnCSI Adhyayano wil/l facilitate and
Generation Technologies, products and best industry practices thus encouraging and inculcating the
attitude amongst the students to solve the problems through learning, teachprgctice.

My special thanks and congratulationsetttire Publication Committedor thar untiring efforts to

revive the digital publication of CSI Adhyayan successfully.

My best wishes for all the success for the uninterrupted publication of C$bspaltn

With Seasondés Greetings and Best Wi shes for t|

Bipin V Mehta
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GREEN CLOUBOLE OF CLOUD
COMPUTING IN AGRICUWRE

Compiled by:

Lakshmi Alekhya Kasireddy

1. INTRODUCTION

Since the times human beings learnt to grow crops, harvested them and sold them to market, they have
sought information from each other. Thus, the recent economic and social changes and the advancement in
application of IT and geospatial technologies tptage and analyse data is transforming agriculture sector
into a big information intensive sector. For a farmer who is well acquainted with field information,
availability of timely, accurate and updated information about soil conditions, weather, watglability,
nutrients etc. plays a crucial role in decision making. Cloud computing is the most promising, reliable and a
cheaper tml for the agriculture sector.

The Cloud concept is not new; it is drawn by the innovations and integration in existimgologies like

virtual computing, cluster computing, software as a service (SaaS), platform as a service (PaaS) and
infrastructure as a service (laaS). It can be defined as a technology which uses a network of remote servers
hosted on the internet to sire, manage, and process data. Clouds are of three typgsiblic, private and

hybrid. They enable convenient, on demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and services).

AGRCULTURE AND IT

The introduction of IT into agriculture has hitherto been performed in areas where farmers have been more
or less obliged to use it to comply with government and distribution industry rules, such as filing tax returns
and maintaining tracability records. It cannot be said for certain that IT has been useful in actual
agricultural production. By focusing on the following two pojntgere is a possibility of applying cloud
computing for agricultural production.

91 Increased efficiency faagriculture as an industry
9 Succession of agricultural technology

Although the involvement of cloud computing in agricultural technology is of course impaithag been
found to be very difficult to use IT for this purpasiethis stage in our country

One can deliver routine work reports and share information between experienced and inexperienced farm
workers, including specific information about harmful insects or growing conditions, and offer expert.advice

2. AFFINITY WITH CLOGDMPUTING

Theapplication of cloud computing in the field of agriculture has the following advantages.

¢ Reduction of initial costs
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Allocation of resources on demand without limit

Maintenance and upgrades performed in the bacid

Easy rapid development including collabtion with other systems in the Cloud
More possibilities for global service development

= =4 =4 =4

Based on the abovegriculturists follow PDCA cyclehich involves successively performing and obtaining
feedback from the following actions.

Plan: Draw up productioand operation plans.

Do: Gather work results (this involves performing the actual workiten though IT support cannot be

provided for this).

Check: Perform progress management and patrol the cultivated plots.

Act: Make any necessary modifications te fhlans.

With this workflow, basic sensing and knowledge managertesitniques are likely to be the main ones

used to provide Cloud servicd3ata is routinely collected which includes weather and soil data, GPS data,
image data, worker observations, andtd related to cultivated plots of land. The quantity ¢16

megabytes per case per day. Since agricultural data has to be stored:R% €ars according to a report by

the National Agriculture and Fod®esearch Organizatidon

To obtain advice and renimendations by analyzing this stored data, analysis engines such as data miners
are operated on this large amount of data in the Cloud. Although it is not possible to calculate parameters
such as the correct MIPS (million instructions per second) valitapBicentral processing unit and input/
output performances are requiredn terms of performanceit is clear that highly efficient(high sustained
performance) parallel computer technology or the like is necessary

+Farming advisors

»
-Agficullugl experiment labs ,\w

Data generated in daily activities Food and External data services

Aggregation | Agriculture Cloud 5 Maps: Google
A Weather: Weather services, etc.

Sensor, camera

Temperature, humidity, insolation, Mobile device Agricultural Production .
images (soil temperature, :’"g 'et““:f : Management Saa$ }
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and instructions
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3. SUGGESTED MECHANKND DATABASE

PLANTING SIMULATION

A mechanism to support the drafting of optimal planting plans based on knowledge management and a
cultivated land database.
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PROFITLOSS CALCULATION® EACH PLOT OF LAND

Mobile phones with GPS functions are used to automate the ¢mleof position and time data (which is
sent to a server automatically by 3G transmission). This is used to implement a mechanism for performing
profit-loss calculations for each plot of land on the basis of information such as data representing which
peaople went where and for how long, which is used to calculate human resources costs that make up the
bulk ofindirect costs, and material expenses obtained by mobile phones with barcode reading functions

CULTIVATED LAND RROS

A database of staticlata such as land rights and land areas, together with plot characteristics, soil analysis
results, production histories, and the like. The managers of the farming corporations that cooperated with
the verification trials responded vergnthusiastically, &ying that implementing these measures would
OKIy3aS GKS FFOS 2F WHLIyYySaS F3INAROdz GdzZNBoe ''a | ¢
YFEyrF3SYSyid aeadsSvye

Uses of GIS Cloud

el » X
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Farm Data

({Emp

Management Agriculture Disaster
/

Insects and Pests data

Agriculture GIS Cloud

Fertilisers and
Pesticide

4. MAINTENANCE

When IT systems are introduced into amw field, not just agriculturdrequent bug fixes and upgrades are
needed. In Cloud computing, instead of an engineer having to visit an office to do this work, the
maintenance work for hundreds of thousands or even millions of users can be done simply by amending and
adding to the softvare on a single system in the Cloud center; this could solve many of the problems
associated with maintenance. Moreover, in Cloud computing, there are no disparities in the software
versions being used by different users, which leads to improved usabiligdition to reduced maintenance
problems.
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DATA MANAGEMENT TENCH.OGIES SUPPORTED:

Data management technologies are based on technologies such as sensors (weather, soil, global positioning
system [GPS]), networks (wireless local area network, thirémion [3G]), and knowledge management.

DATA STORAGE

=

Position and time information from mobijghones with GPS functions

Weather/soil sensor data

I Image and audio data obtained by mohjileones (with digital camera and audio recorder
applications)

1 Noteworthy data extracted from the resultsf routine work

I Materials management data obtaineging mobile phones with barcode reading functions

=

DATA ANALYSIS

9 Registering and updating virtual models
91 Data mining

5. EXPANSION INTO OTHHRLDS

With the exception oft Odzf G A @+ GSR f I yR RIGI Y yl 3Sveétomed i thal K NBE S
previous section are not specific to agriculture but also have potential applications in various other fields
(such as medicine/nursing and maintenance work), where tecgies such as GPS activity sensing, Web
based mapping applications, and data mining are already being used. We are therefore working not only on
vertical integration of these concepts, but also on horizontal expansion into other fields.

IT resources arsaid to have spread throughout the world. This can certainly be said of offices and facilities
such as factories and research centers. However, for this sort-sitenwvork, new IT applications are likely

to be incorporated into terminal equipment othehan personal computers and mobile phones. Even a
single foodrelated business in Japan, such as retail, eatimg or food manufacturing, is an industry with
sales of the order of 8@illion yen, so there is enormous potential for global developmentiese fields or

in other fields with a broader base than the frlllion yen or so of the IT industry to which we belong.

6. CONCLUSION

Agriculture has traditionally been maintained by families and communities where the passing on and sharing
of knowledge igegarded as very important. The accumulation and sharing of knowledge has resulted in
better overall efficiency and productivity. Agriculture is the embodiment of a large amount of ancient
knowledge. If the leverage effects of IT can be widely develogesh e should be able to bring about a
further leap in agriculture. It goes without saying that Cloud computing can support this process. Indeed,
one might say that the mechanism of Cloud computing is highly suited to the task of handing down human
knowledye to later generations. One can deliver routine work reports and share information between
experienced and inexperienced farm workers, including specific information about harmful insects or
growing conditions, and offer expert adviddowever, as mentioed earlier, there is still a long way to go
before IT can be applied to esite work in fields such as agriculture.
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CLOUD COMPUTING IN HEA CARE

Complied by:
SowmyaBaggam

INTRODUCTION

In the present day digital scenario where the whole world is moving towards cloud environment, not only IT
& Communications field, but healthcare industry has also embraced this techn@tmyd technology can
provide access to hardwe, software, ITknowledge and resources and services, all within an operating
model that drives down costs ameimplifies technology adoptioriThe application of cloud technology in
medical field has enabled health care organizations to focus theirteféor clinically relevant services and
improved patient outcomes.

1. CURRENT STATE OF IHEXCARE

Patients today are better advocates for their own healthcare; they are more educated to their diseases and
increasingly demand access to the latest technologieshe same time, they seek the best care at the best
cost and are willing to investigate their options. As a result, demands for access to personal patient records
is increasing and organizations need to keep up. When citizens can access bank acoouats/frhere in

the world, withdraw money, get balances and make payments, it is hard for them to understand why they
cannot have universal access to their secure health information

This has enabled the healthcare organization to render better and effisigrvices to the patients with the

help of IT and in particularly nowadays with the advent of cloud technology. In contrast to the earlier days,
there are several healthcare systems, mobile apps related to health where the patient information is
accessite to the concerned doctor or medical organization in a secure and private manner. The entire
patient record, consolidated into a single view from any number of different applications, provides accurate
and upto-date information upon which physicians camke better informed decisions. Clinics, hospitals,
insurance payers and patients are all able to access the relevant information as needed.

In addition, electronic medical records, digital medical imaging, pharmacy records and dootessare all
consdidated and accessible. The ability of researchers to run analytics, better treatpéions, optimal
insurance programs and the possibilities of truly personalized healtlinzeue become a reality

Impact on Healthcare

<+ Secure data storage and access
~ Disaster Recovery
» Private Cloud

» Highlevel Encryption across connections

** Reduce IT cost
» Pay-Per-Use services
» NO Buying & Upgrading of softwares
» NO Additional IT staff required to manage systems

\ Electronic record reduces Paper costs
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2. IMPACTS OF CLOUECHNOLOGXINHEALTHCARE

As with anyindustry, certain drivers need to be present in order for new technologies to be adopted.
many years, these drivers have been minimally present in healthcare, resulting in a reluctasiange.
Recent investments and the increased visibility of the@re on many countries' nationagendashave
raised the drivers for cloud adoption.

3.DELIVERY OF CEEHFECTIVE HEALTHEAR

The cost of healthcare delivery has grown to such huge proportions that governments face faniting

issues if there is naesolution The drive to lower the cost of healthcare delivemgs become so
predominant in society that governments have risen and fallen on their healthgat®rms. Alternative
models that deliver cost savings and efficiencies must be explored @ twdein in the increasing costs.

ADMINISTRATIVE SIMPLIFICATION

Hospitals are patient care centers, not centers of technical innovation. IT departments are stretoched
accommodate the different clinical systems that are introduced into use, dealifg difiterent vendor
systems, platforms and licensing models. Clinical departments drive the acquisition of applivationg

always considering the existing infrastructure, and the result is inefficiencies.si@kge purchases as an
example. Departmets typically buy 5 years of storage during the procurement cycle without any
consideration of the storage needs of other departments. This storage can sit unused but paid for, tying up
valuable capital. Add to that the need for the IT department to thesmage the application's backup and
archiving needs with those of other departments. There can be 10 to 20 different applications that need
managing, taking the IT department's time away from being strategic in responding to physicians needs and
being morefocused on dayo-day operations. Simplifying administration in the IT department allows more
time to be spent on clinical systems and less time on the infrastructure.

4. CLOUD CHALLENGESIBALTHCARE

We have established that healthcare lags behind otheustides with respect to technology adoptionand
embracing the cloud is certainly in that category. Healthcare providers face many chalesngesy
investigate moving to a cloud model. Once these challenges have been satisfied tedbndlogy will
become less a question of "if* and more a question of "when."

PRIVACY CHALLENGES

Privacy and security rank at the top of the list of reasons for slow adoption rates. Putting pdnsattal
information into a 3rdparty, remote data center raises red flagsewh patient privacy laware concerned.
The possibility that patient data could be lost, misused or fall into the wrong haffielsts adoption. What
recourse does an organization have should a cloud provider lose data? Hapasned, and it has the
potential to be a very expensive problem to resolve. Violation of patemtfidentiality carries heavy fines,
including significant costs of recovery and patient notification.

A potential solution is a private cloud model. In this case the data still residbg @ustomer datacenter
and a certain degree of control still exists for organizations to manage patient privacy.

SECURITY CHALLENGES
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This may be a moot point where healthcare providers are concerned. One of the benefits of cloud
technology is the alitly to access resources that would otherwise be unattainable. A cloud prowitler
have security experts deploying the latest patches and software to its data center. Secure tacttess
physical property will be well guarded, and many policies, proseasel mechanismwill be in place to
ensure data security. Add to that the fact that any applications operating throlgtcloud will store all

their data in the cloud. This means there is no protected health informafi®idl) residing on hospital
computers, which is a more secure situation than today's current environment.

Health and human services studies show that PHI violations have come from the theft of contpkiéers
from facilities, loading docks and even physicians' vehicles. These tiaefisbeen more fothe computer
and less for the PHI. This raises the question: Wouldn't it be better to have everythihg cloud?Any
transition to a cloud would require significant support from ttezhnology partners to ensure smooth
transition far users.

S CASE STUDY

Take for example, the current practice of requesting a diagnostic exam. A physician filleequeat form
with patient details, history and reason for exam. This gets sent to the radidigggrtment for scheduling.
The clinical stdfbooks the exam and informs the doctor, who advitess patient, who has a conflict with
the appointment time. Back and forth it goes. Now, consideekattronic schedulingsystem based in the
cloud, whereby the doctor enters all the relevant informatiand the system determines the most
appropriate exam and notifies the patient directly mpdssible options. The patient logs in, selects the best
time for the exam, and the system books teeam. It seems simple, but change management is required to
ensue the transition is smooth.

As a part of this workflow transition, serious consideration should be given to staffing needs thighin
organization's IT department. As the cloud starts to permeate the clinical environment, no lilgtre
same skill setbe required. Different technology will need to be supported, new trainingb&ilequired and
new skill sets will need to be defined. An organization that had staff workinmamaging backups and
archiving will now migrate to network connections anahicial applications.

IT staff will focus on the rollout of the electronic medical record (EMR) instead of managing the &geage
the EMR sits upon. Access to this kind of skill set is in high demand today.

6. HEALTHCARE CLOUDWGIOON CHECKLIST

Ultimately there are certain minimum requirements that providers need to consider when evaluatiag
cloud provider.

Providinga
shared
infrastructure

Access Cloud Changing

" - accessin
Computing in Emerging
anytime Healthcare markets

Cost
Effective
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SECURITY

To overcome current perceptions of the risks associated with using the cloud for personal health
information, cloud providers mustlemonstrate security measures that prevent unauthorized acdess
patient data. Consideration must be given to the following:

9 Secure access to the facility

1 Network security

9 Data security

9 Staff training and regulatory compliance awareness

HIGH AVAILABILITY

Healthcare organizations are dealing with missioitical applications where downtime can medhe
difference between a patient's life and death. Cloud providers need to be aware of and prdpatbése
stringent availability requirements and should leady to guarantee delivery of information.

Consider:

y" Downtime for maintenance
Y Responsiveness as data volume grows
Yy Network latency and redundancy
y Hardware redundancy
SCALABILITY
As new systems come online, the volume of data will grow, creatimegd for the cloud provideto beable
to scale up, out and deep. As the data volume grows, the impact on performance should be negligible.
Consider:

y'Provisioning
y'Plugand-play growth
yDynamic scaling

REMOTE ACCESS

Flexibility to access the data shoud¢ considered by healthcare organizations as they look toctbad.
Various aspects need to taken into account to ensure adequate services are providedisetbe

y" Capacity of users
y Performance at peak access times
y Flexibility of mobile devices

CONTRACTUAL ASSURANCE

As with any agreement, healthcare facilities should develop ironclad agreements that ensuaitieey of
services will not be interrupted without penalty. Contracts should include items such as:

y" Curing periods for breach of conttagithout interruption of service
y Insurance for breach of privacy

y" Service level agreements

y Migration assistance

y" Scalability
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1. THE FUTURE STATE

With the current state of healthcare and theany adoption challenges that it faces, it is logical to aatel
that cloud technology will be at thierefront of healthcare innovatiorData drives the new healthcare world
and access is greater than ever befoBig data becomes better managed due to cloud technology, as
storage, compute power andonsolidation each levels never before achieved. Portability of data delivers
information where it imeeded, when it is needed.

Coordinated care with patients conducting their own treatment regimes becomes a possibilitycleitial
technology. Patients are able to bene more deeply engaged as their information is isirggle index. This
means they can seek preferred treatment that addresses their state of health.

The possibility of duplicate tests and medical errors, such as contraindicated medications, marinbieed

as access to the data becomes a realityd healthcare provider IT departments can offload the burden of
managing infrastructure anfibcus on supporting more patiertiarerelated activities. New technologies can
be quickly evaluatedor their effectiveress and deployed broadly from a cloud model, allowing healthcare
providers tostay abreast of the latest and greatest todltimately, patient care will improve, which in turn
will drive down costs and improve efficiencies.

Cloud technology will be driving force in the healthcare ecosystem for years to come. The alterniative
bankrupt facilities, healthcare costs that skyrocket to unaffordable levels and patientieiwvery that relies
on an archaic and inefficient system.

REFERENCES
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CLOUD VENDORS COMPON

Compiled by:
S.N.P.Bharadwaj and M.Vamsy Kiran

Traditionally, websites are hosieon just one server within the data centre of a business organization. High
traffic sites are normally hosted on a dedicated server and smaller sites are hosted on a shared server with
other websites.There is an alternative means to host a website wischecoming more and more popular
called the cloud hosting.

WHAT IS CLOUD HOSG¥N

The idea of cloud computing has existed since the 1950s. It was founded upon a principle of sharing
resources.Consider a big firm. A company could install the applicatioa single centralized infrastructure

and the application could be accessed by clients from all around the network instead of installing an

application on a large number of computers. This removes the need of installing and updating applications a
large number of times.

Cloud computing is used by many internet companies that were large. Eemgites provide foexample
Outlook and Gmail (once Hotmail), lehook, Skype, YouTube, Twitter, your bank, and majorsneebsites
use cloud computingDue to the rise in popularity of baalp services such as Dropbox and Google Drive,
most net users have an overall understanding of the term "The Cloud."

BUT WHAT DOES CLOWDSTING REFER TO?

Like the original idea of cloud computing, cloud hosting islyegl about pooling resourcesn a cloud

hosting setup, customers don't possess a particular server assigned to them. Instead, the business that is
hosting creates a cloud infrastructure across multiple servers. Virtualization software is then usea@kio br

up these physical servers into multiple virtual servers aka "The Cloud." Each virtual server would be set up
with its own distinctive software and programs. From an administration (i.e customer) point of view, you will
not notice any difference in hasig your website on a cloud server than a dedicated server.

Since cloud servers are crossed across multiple real servers, no such physical constraints are placed on the
client. Your cloud hosting package might be raised and decreased as and when ne¥ésgargome cloud

hosting companies offer pay as you go rates, most still offeqppiekaged plans to customers that allocate a
certain number of resources to them. However, the crucial thing to notice is the fact that increasing (or
decreasing) the allo¢®n of resources of a customer just takes seconds in cloud hosting as resources are
changed using software. In contrast, when there is a website stored on an individual server, replacing or
fixing an element results in downtime.

Cloud hosting is a practat option for the two parties.

Hosting companies won't have small websites hosted on powerful servers that are only using at 10%
capacity, so they could run a more efficient data centre (which is, in addition, great for the environment).
Website owners dmot have to worry about traffic surges as the cloud is configured to support it. A cloud
hosting set up additionally reduces downtime, too, since sites are hosted from the other side of the cloud.

Let us look at the best cloud hosting firms online.
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Digital Ocean

Digital Ocean supply affordable SSD cloud servers that are based. They've data centers in New York, San
Francisco, London, Amsterdam, and Singapdteey have an easy interface that permits you to easily create

and manage your virtual serversnix distributions and applications may be installed at the tap of a button.
Digital Ocean promotgethe fact these installations can be live in just 55 seconds and are proud Of ligis.
cheapest strategy offers 20GB storage and 512MB RAM and retailst&t5 per month. While the most
expensive pralefined bundle retails at $640.

GoGrid:

GoGrid is a weknown cloud hosting business that gives customers handled-iyaskin addition they offer
security services and server monitoririthey own three dataenters in America and one in Amsterdam.
Data is backed up by a guarantee of a 30 minute response time for c&e&sid sell four distinct kinds of
cloud hosting server strategies: SSD, dedicated disc, high RAM, and standard.

Site5:
Siteb is an affordale website hosting company which has data centers in 22 places across the world.
Rackspace:

Rackspace have a good standing in the cloud hosting world. Their Public Cloud service might be used to host
sites or applications and offers scalability and hpghformance. They've three date centers in America, and

one in Hong Kong, London, and Sydney. Excluding planned care and crises, they promise 100%haitime.
most highpriced hosting plans cost a huge number of dollars.

SingleHop:

SingleHop are a seased hosting business that have one data center in Amsterdam and three in the United
States. Their cloud servers use VMware's vCloud Suite and could be utilized with Linux or Windows.

Hyve:

Hyveis a UK based hosting company tl@so have two in China ao data centers in the USA. VMWare's
SecureCloud platform is used by them and supply security features such as IPS and DDo$hskiield.
specialise in providing cloud hosting for WordPress websites. Large databases can be spread across multiple
servers ad static files could be served through a CDN.

Amazon EC2:

Amazon's EC2 service is a cloud hosting service which provides you with complete control over your hosting.
New server examples booted and can be produced in minutes, which allows you to scatapaaity up

and down when needed. There are lots of security features that are amazingraksaervice puts a large
emphasis on reliability; with their deal promising 99.95% uptime for each of their Amazon EC2 regions.

Final Thoughts

Cloud hosting habecome a popular way of hosting sites that are medium, small, and big. They specialize in
handling traffic spikes and providing high levels of uptiGenerally, cloud hosting is more costly than
hosting a website on a dedicated server, and those of yoa wim large companies may prefer having the
total control that a dedicated server offers.
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Fire Host seem to be a respected hosting company within the cloud hosting niche, nevertheless their
managed support and security options do come at a price. If yed aglditional resources, you might need

to think about alternatives like HP Cloud, Microsoft Azure and Verizon Cloud and Amazon. They give you
more control over your server; however the technical knowledge will be needed by someone from your
business to oerate it.

SOURCE:

http://cloudcomputingcostscomparison.blogspot.in/2015/10/clowéndorscomparisiom.html
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AT Mr. M.Vamsy Kiran [GBIL279211] is studying in IV year of B.Tech (CSE) at LENDI Institute Of
Engmeerlng & Technology, Vizianagaram, Andhra Pradesh. Presently he is working as IBM Intern. His areas of
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BIGDATACLOUD DATABASE &MPUTING

Compiled By:

P.Manonmaij

1. INTRODUCTION:

The rises of cloud computing and cloud data stores have been a precursor and facilitator to the emergence
of big data. Cloud computing is the commaodification of computing time and data storage by means of
standardized technologiedt has significant advaages over traditional physical deployments. However,
cloud platforms come in several forms and sometimes have to be integrated with traditional architectures.
This leads to a dilemma for decision makers in charge of big data projects. How and whictoohpuding

is the optimal choice for their computing needs, especially if it is a big data project? These projects regularly
exhibit unpredictable, bursting, or immense computing power and storage needs. At the same time business
stakeholders expect swiftinexpensive, and dependable products and project outcomes. This article
introduces cloud computing and cloud storage, the core cloud architectures, and discusses what to look for
and how to get started with cloud computing.

Big data is a broad term faltaia setsso large or complex that traditionalata processingpplications are
inadequate. Challenges include analysis, captutata curation search, sharing storage, transfer,
visualization, andnformation privacy The term often refers simply to the ef predictive analyticer

other certain advanced methods to extract value from data, and seldom to a particular size of data set.
Accuracy in big data may lead to more confident decision making. And better decisions can mean greater
operational efficiery, cost reduction and reduced risk.

2. CLOUD STORAGE ANIMPOTING:

Professional cloud storage needs to be highly available, highly durable, and has to scale from a few bytes to
LISilroedSaod YT 2yQa {o Of 2dzR & i 2 buaca. B3 prémisds K 89.9% 2 &
monthly availability and 99.999999999% durability per year. This is less than an hour outage per month. The
durability can be illustrated with an example. If a customer stores 10,000 objects he can expect to lose one
object every10,000,000 years on average. S3 achieves this by storing data in multiple facilities with error
checking and seliealing processes to detect and repair errors and device failures. This is completely
transparent to the user and requires no actions or kienge.

A company could build and achieve a similarly reliable storage solution but it would require tremendous
capital expenditures and operational challenges. Global data centered companies like Google or Facebook
have the expertise and scale to do thisbaomically. Big data projects and stagis, however, benefit from

using a cloud storage service. They can trade capital expenditure for an operational one, which is excellent
since it requires no capital outlay or risk. It provides from the first byleabke and scalable storage
solutions of a quality otherwise unachievable.

This enables new products and projects with a viable option to start on a small scale with low costs. When a
product proves successful these storage solutions scale virtually mitdsfi Cloud storage is effectively a
boundless data sink. Importantly for computing performances is that many solutions also scale horizontally,
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i.e. when data is copied in parallel by cluster or parallel computing processes the throughput scales linear
with the number of nodes reading or writing.

Cloud computing employs visualization of computing resources to run numerous standardized virtual servers
on the same physical machine. Cloud providers achieve with this economies of scale, which permit low
prices and billing based on small time intervals, e.g. hourly.

This standardization makes it an elastic and highly available option for computing needs. The availability is
not obtained by spending resources to guarantee reliability of a single instance buthdiy
interchangeability and a limitless pool of replacements. This impacts design decisions and requires to deal
with instance failure gracefully.

The implications for an IT project or company using cloud computing are significant and change the
traditional approach to planning and utilization of resources. Firstly, resource planning becomes less
important. It is required for costing scenarios to establish the viability of a project or product. However,
deploying and removing resources automatically basedlemand needs to be focused on to be successful.
Vertical and horizontal scaling becomes viable once a resource becomes easily deployable.

Horizontal scaling refers to the ability to replace a single small computing resource with a bigger one to
accountfor increased demand. Cloud computing supports this by making various resource types available to
switch between them. This also works in the opposite direction, i.e. to switch to a smaller and cheaper
instance type when demand decreases. Since clouduress are commonly paid on a usage basis no sunk
cost or capital expenditures are blocking fast decision making and adaptation. Demand is difficult to
anticipate despite planning efforts and naturally results in most traditional projects in- @reunder
provision resources. Therefore, traditional projects tend to waste money or provide poor outcomes.
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3 CLOUD PROVIDER

A decade ago an IT project or stap that needed reliable and Internet connected computiegources had

to rent or place physicdiardware in one or several data centers. Today, anyone can rent computing time
and storage of any size. The range starts with virtual machines barely powerful enough to serve web pages
to the equivalent of a small supercomputer. Cloud services are masghagyou-go, which means for a few
hundred dollars anyone can enjoy a few hours of supercomputer power. At the same time cloud services and
resources are globally distributed. This setup ensures a high availability and durability unattainable by most
but the largest organizations.

The cloud computing space has been dominated by Amazon Web Services until recently. Increasingly serious
alternatives are emerging like Google Cloud Platform, Microsoft Azure, Rackspace, or Qubole to name only a
few. Importantly for customers a struggle on platform standards is underway. The two -ftomting
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application programming interface compatible offerings, and OpenStacspamn source project with a wide

industry backing. Consequently, the choice of a cloud platform standard has implications on which tools are
available and which alternative providers with the same technology are available.

CLOUD BIG DATA CHANGES

Verticd scaling achieves elasticity by adding additional instances with each of them serving a part of the
demand. Software like Hadoop are specifically designed as distributed systems to take advantage of vertical
scaling. They process small independent taskaassive parallel scale. Distributed systems can also serve as
RFGI ad2NBa fA1S b2{v[ RIGFIolFIasSax S®3aod /I aal yRNI
like Storm provide coordinated stream data processes in neartiraal through a cluter of machines with
complex workflows.

The interchangeability of the resources together with distributed software design absorbs failure and
equivalently scaling of virtual computing instances unperturbed. Spiking or bursting demands can be
accommodatedyst as well as personalities or continued growth.

Renting practically unlimited resources for short periods allows-affh@r periodical projects at a modest
expense. Data mining and web crawling are great examples. It is conceivable to crawl huge svelilsite
millions of pages in days or hours for a few hundred dollars or less. Inexpensive tiny virtual instances with
minimal CPU resources are ideal for this purpose since the majority of crawling the web is spent waiting for
IO resources. Instantiating dusands of these machines to achieve millions of requests per day is easy and
often costs less than a fraction of a cent per instance hour.

Of course, such mining operations should be mindful of the resources of the web sites or application
interfaces theymine, respect their terms, and not impede their service. A poorly planned data mining
operation is equivalent to a denial of service attack. Lastly, cloud computing is naturally a good fit for storing
and processing the big data accumulated form such afans.

Organizations that are faced with architecture decisions should evaluate their security concerns or legacy
systems ruthlessly before accepting a potentially unnecessarily complex private or hybrid cloud deployment.
A public cloud solution is oftemchievable. The questions to ask are which new processes can be deployed in
the cloud and which legacy process are feasible to transfer to the cloud. It may make sense to retain a core
data set or process internally but most big data projects are servetiwehe public cloud due to the
flexibility it provides.

4. BIGDATACOMPUTING.

Typical cloudig data projectfocus on scaling or adopting Hadoop for data processing. MapRedisce ha
become a de facto standard for large scale data processing. Tools like Hive and Pig have emerged on top of
Hadoop which make it feasible to process huge data sets easily. Hive for example transforms SQL like queries
to MapReduce jobs. It unlocks data séall sizes for data and business analysts for reporting and greenfield
analytics projects.

A =% 4 A x
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export text formatted data Alternatively database adapters can be utilized to access data from databases
directly with Hadoop, Hive, and Pig.
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Ideally a cloud service provider offers Hadoop clusters that scale autatigtivith the demand of the
customer. This provides maximum performance for large jobs and optimal savings when little and no
processing is going on. Amazon Web Services Elastic MapReduce, for example, allows scaling of Hadoop
clusters. However, the scadj is not automatically with the demand and requires user actions. The scaling
AGaSt¥ Aa y2i 2LAYLFE aAyO0S AlG R2Sa y2i dziAt Al S |
This means that an Elastic MapReduce cluster wastes resourcessehlimy and has diminishing return
GAGK Y2NB Ayaildl yOSod CdNIKSNXY2NBZ !YIT2yQa 9t adGAC
cluster every time when it is needed and remove it when it is not required anymore. There is also no user
friendly irterface for interaction with or exploration of the data. This results in operational burden and
excludes all but the most proficient users.
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CLOUD COMPUTING ANBE INTERNET OF
THINGSA MIXED APPROACH

CompiledbY:

P. Pranusha

ABSTRACT

Cloud computing and the internet of things are the two different technologies which are merged together to
enhance the technology in various fields. Their use is expected to increase further making them as the
important components of the future internetaSn this article | have discussed about the need of integration
and the applications of Cloudiot.

1. INTRODUCTION:

Cloud computing, a buzz word five to six years ago, has ushered in a new way of computing that
uses networks and operating software to providertually unlimited computing capability
whenever it is needed [1].It is based on the user performs the computer tasks using services
delivered entirely through the Internet. Internet of things is about the devices that connected to
the internet to perfom the processes and service that support our basics needs, economics, health
and environment. Hence, cloud computing acts as a front end to access Internet of Thiegs.

two complementary technologies merged together is expected to disrupt both cueedtfuture
internet. We call this new paradigm CloudIf]]. On one hand, IoT can benefit from the virtually
unlimited capabilities and resources of Cloud to compensate its technological constraints.
Specifically, the Cloud can offer an effective solutioimplement IoT service management and
composition as well as applications that exploit the things or the data produced by them. On the
other hand, the Cloud can benefit from loT by extending its scope to deal with real world things in a
more distributedand dynamic manner.

2. CLOUD AND M© THE NEED FOR TRINTEGRATION

The two worlds Cloud and IoT have seen an independent evolution. However, several mutual
advantages deriving from their integration have been identified and are foreseen in the future.

Now> fcénsidema real life scenario:

You are on your way to office. When you are halfway there, you realize that you did not turn off the
lights of your room. You will have only two options as of now. You will either start going back to
your home oryou choose not to go back and will curse yourself the whole day for your bluBder.
some years down the langpud) have a third option. You can happily proceed on your way to office
keeping in mind the fact that the lights will turn off automaticallow? They will have sensors to
detect whether a person is in the room or not and when you leave the house, they will
automatically switch offl Cool stufft y (0 KS Fdzidz2NBZ 6S g2y Qi KIF @S O
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such trivial things, because everythimgl be automated.These sensors will sense our daily time of
leaving the house, and approximately at that time they will gamothey willremind us at the same

time daily to turn them off ¢t KA & Aa GKS FdzidzNE 2F (G KS mddg G SNy
possible by a jumble of wires. What makes it possible is cloud computing, combined with the glut of
aSyaz2zNBR |yR FLILX AOFGA2ya | ff I NPdzy R @2dz GKI
needed. All of this information can be sent out or streaito anynumber of devices and services.

h¥ O02dzZNAS>Y GKAA YShkya (0KFG GKSNBQa 3I2Ay3a (2 0o
needs to be processed quicklfhe problem is exacerbated somewhat by thé OG G KI G @& 2 c
the only one whoforget such stuff think about, how many millions of people are going through
exactly the same routine as you are? This is why the cloud is so important. The cloud can easily get
I KFEYyRES 2y (GKS &aLISSR FyR @2f dzy Ssegthe alilkySo ebol G |
and flow according to demand, all the while remaining accessible anywhere from any d&lvice.
software is the only technology capable of handling this data and delivering it where it needs to be

in real time.

Essentially, th€€loud actsas intermediate layer between the things and the applicatiavisere it

hides all the complexity and the functionalitiaecessary to implaent the latter. Thiswill impact

future application development, where information gatheringrocessing.and transmission will
produce new challenges the addressed, alsm ia multicloud environmentIn the following, we
summarize the issues solved and the advantag®ained when adopting the CloudT paradigm.

STORAGE RESOURCES:

loT involvesa large amount of information sources which produce a hugenount of non
structured or semistructured data havingthe three charactastics typical of Bigdata: volume,
variety, and velocityThisimplies collecting, accessingyrocessing, visualizing, archivirgharing,
and searching largamounts ofdata. Offering virtually unlimited, lowcost,and ondemand storage
capacity, Cloud is the most convenieand cost effective solution to deal with data produced by
loT.This arises new opportunitider data aggregtion , integration, andsharing with third parties
.Once into the Cloud, data can be treated in a homogeneaaisner through standardPIscan be
protected byapplying toplevel security, and directly accessed antsualized from any place

COMPUTATIRAL RESOURCES:

loT devices have limited proc@sg resources that do not allow esite data processing. Data
collected is usually transmitted to more powerful nodes wheggregation and processing is
possible, but scalability is challang to achieve without a propeinfrastructure. The unlimited
processing capabilitiesf Cloudallow 0T processing needs to be properly satisfied and enable
analyses of unecedented complexity Datadriven decision making and prediction algorithms
would be possibleat low cost and would provide increasing revenues and reducsgd Other
perspectives would be to perform reaime processng , to implement scalable, reatime,
collaborative, sensorcentric applications, to managecomplex events and to mplement task
offloading forenergy saving
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COMMUNICATION RESQUES:

One of the requirements of loi6 to make IRenabled devices communicate through dedicated
hardware, and the support for such communication carvegy expensive. Cloud offers affective
and cheap solutiorto connect, track, and manage any thing from anywheream@y time using
customizedportals and builkin apps.And the availability of high speed networks, it enablbe
monitoring and control of remote things their coordinatiotheir communicationsand the real
time access to the produced data

NEW CAPABILITIES:

loT is baracterized by a very high rebgeneity of devices, technologies, and protocols. Therefore,
scalability, interoperability, reliability, efficiency, avail#iiland security can be very difficult to
obtain. The integratiorwith the Cloud solves most of these problems atsoviding additional
features such as eas®-access, easef-use, and reduced deployment costs

NEW PARADIGMS:

The adoption of the Cloudloparadigmenables new scenarios for smart services and applications
based on the extension of @id through the things

SaaS (Sensing as a Service), providing ubiquitous access to sensor data;

SAaaS (Sensing and Actuation as a Service) ,enabling awtcoratiol logics implemented in the
Cloud;

SEaaS (Sensor Event as a Service), dispatching messaging services triggered by sensor events;
SenaasS (Sensor as a Service) , enabling ubiquitous management of remote sensors;

DBaaS (DataBass a Service) , enabling ubiquitous database management;

DaaS (Data as a Service) , providing ubiguitous access to any kind of data;

EaaS (Ethernet as a Service), providing ubiquitous-Bagennectivity to remote devices;
IPMaa§Identity and Policy Management as a Service), enabling ubiquitous access to policy and
identity management functionalities;

VSaaS (Video Surveillance as a Service) , providing ubiquitous access to recorded video and
implementing complex analyses in thi@l.[3]

APPLICATIONS
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HEALTHCARE:

loT and multimedia technologies have made thaitrance in the healthcare fiel®Smart devices,
mobile Internet,and Cloud services contribute to the continuous and systematiovation of
Healthcare and enable cosffective, efficienttimely, and highguality medical service®ervasive
healthcare applications generate a vast amounsehsor data that have to be managed properly
for further analysis and processingrhe adoption of Cloud in thsgenario leads téhe abstraction

of technical details, eliminating the need for expertise in, or control over, the technology
infrastructure, and it represents a promising solutiofor managing healthere sensor data
efficiently Moreover, it enabdés the executionof secue multimediabased health services,
overcoming the issue of running heavy multimedia & security algorithms on devicedimiitd
computational apacity and smabatteries.

SMART CITY:
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loT can provide a common middleware fduture-oriented SmarCity services acquiring
information from different heterogeneous sensing infrastructuregcessing all kinds of ge
location and IoT technologiemnd exposing information in a uniform way. A numberedently
proposed solutions suggest to use Cloardhitecturesto enable the discovery, connection, and
integration of sensorsand actuators, thus creating platforms able to provision agpport
ubiquitous connectivity and redgime applications fosmartcities. Frameworks can consist afsensor
platform and a Cloud platfornior the automatic management, analysis, and control of dega
from large-scale, real world devicesThis typehides the complexity of the underlyinGloud
infrastructure, whilst at the same time meeting complex public sectoumegnents for Cloud, such
as security, heterogeneity, interoperability, scalability, extensibility, higleactivity, and
configurability Common issues arelated to security, and redime interactions

VIDEO SURVEILLANCE:

Intelligent video surveillancbas becomea tool of the greatest importance for several security
related applications. As an alternative to-iouse, selicontained management systems, complex
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video analytics require Clotduohsedsolutions to properly satisfy the requirements stbrage(e.g.,
stored media is centrally secured, fatdierant, on-demand, scalable, and accessible at high
speed) and processing (e.g., video processing, computer vision algoatiuingattern recognition
modules to extract knowledge frostenes).

AUTOMOTIVEND SMART MOBILITY:

loT is expected to offer promising solutions to transfamansportation systems and automobile
services Anew generation of lo-based vehicular data Clouds candeveloped and deployed such
as increasing road safety, reducing roachgestion, managingdraffic, and recommendig car
maintenance Cloud based vehicular data platforms that merge Cloud computangd loT
technologies. These platforms aim at providing teak, cheap, secure, and afemand services to
customers through diferent types of Clouds, which also lmde temporary vehicular Clouds
Vehicular Clouds are designéeml expand the conventional Clouds in order to increasedemand
the whole Cloud computing, processing, and storage capabilities, by using-utiidzed fecilities of
vehicles. Morein general, Ethernet and IRbased routingare claime& to be very inportant
technologies for futurecommunicationnetworks in electric vehicles, enabling the link between the
vehicle electronics and the Internet

SMART ENERGY ANMART GRID:

loT and Cloud can beffectively merged to provide intelligent management of energy distribution
and consumption in both local and wide arbaterogeneousenvironments. In the first case, for
instance, lighting could be provided where and whestrictly necessaryby exploiting the
information collected by different types afodes Such nodes have sensing, processing, and
networking capabilities, but limited resources. Hence, computing stasghould be properly
distributed among themwhere more omplex and comprehensive decisions de@made. In the
second case, the problem on energy alternatarel compatible use can be solved by integrating
system data irthe Cloud, while providing seffealing, mutual operation angarticipation of the
users, @timal electricity quality, distributedyeneation, and demand responsdt increases the
concernsabout security and privacy issug®nsumers should gain more confidence in sharing data
to helpimproving and optiming services offered

3. CONCLUSION:

Thiscloud computing is free to use anytime and anywhere as long as the comgutennected
with the Internet The cloud is the only technology suitable for filtering, analyzing, storing, and
accessing the information in useful way$e loT will dramaticallghange the way we live our daily
lives and what information is stored about us.
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CLOUD COMPUTING

Compiled by:
A.Vanathi anKorlapati Sri Harsha

Cloud Computing simply means the use of computing resources as a service through networks typically
internet. Cloud Computing is both, a combination of softwarel hardware based computing resources
delivered as a networked service. This model of IT enabled services enables anytime access to a shared pool
of applications and resources.

With the Cloud Computing, companies can scale up to massive capacitiesnistart without having to

invest in a new infrastructure, train new personnel or license new software. Cloud Computing is of particular
0SYSFAG (G2 avlrff FyR YSRAdzy aAl S odzaAySaa aeaiasSvya
andpayonlyfog KI G G KSe& dzaSQo

DISTRIBUTED COMPUGIN

Distributed Computing consists of multiple computers, but run as single system. It can be physically close
together and connected by a local network, or they can be geographically distant and connected by a Wide
Area Network.

There are three types of Distributed Computing.

1. Cluster Computing
2. Grid Computing
3. Cloud Computing

CLUSTER VS GRID:

Two or more computers connected through LAN to solve a common problem. It is a Homogeneous System of
resource type. Bl computer is needed to create a Cluster. Resource is in same location.

More than one computing resource connected through LAN or WAN to solve a common problem. It is a
Heterogeneous System of resource type. For resource, it can be make use of spardimgmpwer of a
desktop computer. Resource may be graphically distributed.

GRID VS CLOUD:
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standard operating system is used for Grid Computiagufe management is limited (often failed tasks or
applications are restarted). Resource management is distributed.

Computational focuses are standard and high level instances. Cloud Computing idimeesdrvices. It
requires a hyper vision (VM) on wh multiple OS run. Failure Management is strong (VMs can be easily
migrated from one node to other). Resource Management is centralized or distributed.

CLOUD COMPUTING MQIBE

INFRASTRUCTURE ASERVICE(IAAS):

laaS providers offer computers and morien virtual machines and other resources as a service. It provides
the infrastructure or storage required to host the services ourselvesnakes us the system administrator
and manage hardwarspftware,networking and computing resources.

PLATFORM AS SERVICE(PAAS):

Cloud providers deliver a computing platform including operating syspeagramming language execution
environment,database and web server.

SOFTWARE ASSERVICEAAS):

SaaSprovides users to access large variety of applications over internets that are hosted on service
LINE OA RSNRA& A Y FNIF &iNHzOG dzNB @

NETWORK AS A SERVNAAS):

It is the category of cloud services where the capability provided to the cloud service user isn@twieek
or transport connecting serviceblaaS involves optimization of resource allocation by considering network
and computing resources as a whole.

COMMUNICATION ASSERVICEAAS):

CaaSsd evolved in the same lines of Sa@8aS is an outsourced enfgrised communication solution that
can be leased from a single venddrhe CaaS vendor is responsible for all hardware and software
management and offers guaranteed Quality $rvice QoS).It allows businesses to selectively deploy
communication device and modes on a paasyou-go, asneeded basisThis approach eliminates large
capital investments.

CHARACTERISTICS DBUD COMPUTING:

High Scalability

Agility

High Availability and Reliability
Multi Sharing

=a =4 —a -9
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Services in PakerUse Mode
Virtualization
Performance
Maintenance

=A =4 =4 =4

ADVANTAGES OF CLAUMMPUTING:

Cost EfficiencgyAlmost Unlimited Storagdackup and Recoverfutomatic Software Integration

Easy Access to Informatio@uick Deployment

CHALLENGES TO CL@QOMPUTING:

Confidentiality

Integrity

Availability

Governance

Trust

Legal Issues and Compliance

Privacy

Audit

DataStealing

Architecture

Identity Management and Access Control
Incident Response

Software Isolation and Application Security

= =4 =4 =8 -4 4 8 8 5 8 8 -9 9

FUTURE:

Many of the clouebased works are stilentralized and are yet to be transformed to a distributed paradigm.
Adoption and shifting entirely to cloud computing will require additional modifications and standardizations
of the existing techniques. Interoperability of systems should be exploredaamkied upon. Environment
friendliness should be considered through green computing.

Mrs. A.Vanathi ¢SI: 11500987is currently Pursuing Ph.D in Acharya Nagarjuna University,
SN ‘ Guntur. She was a lecturer, Assistant Professor and currently working as@triade professor
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CLOUD COMPUTINSGSECURITY
CEPHALALGIA

Compiled by:
Anupam Tiwari

Cloud Computing, the buzzing word that in recent times has been the most sought after techno term for a
major part of IT enthusiasts and corporate houses, Engineering students, Researchers and Technology
fanciers. And why not ? The intersection of cheap computing, permeating mobility, and virtualization
technologies has created a possibility for prompter and &ffitient applications and IT infrastructure like
never before that could be imagined. Did weer imagine few years back about computing being available

as a service just like another produdtow when we say computing as a service what does it actually mean?

I will try and get more exonerated on this before | get more specific on Security isdatsd to Clouds.
Computing as a service means the customer pays for what he uses just like electricity. For eg a typical
customer in a residential colony gets a electricity bill on a monthly basis based on whatever electric units he
has used during thenonth. Now extrapolate the same in the computing domain services viz Hardware,
Software, Storage and applications etc. So the cloud offers the following variants :

@) Platform as a service that provisions computing platform that allows the creation of web
applications quickly and easily and without the complexity of buying and maintaining the software and
infrastructure underneath it.

(b) Software as a service wherein applications are designed fousats, delivered over the web

(©) Infrastructure as &ervice delivers infrastructure ie servers, storage, network and @San on
demand service. Rather than purchasing servers, software, datacenter space or network equipment, clients
instead buy those resources as a fully outsourced service on demand.

/| £2dzR O2YLMziAy3a AayQi a2 YdzOK I (SOKyz2ft23& |a Al
which have maturated at unlike rates and in dissimilar settings, and were not designed as a coherent whole;
however, they have come together to create ahaical ecosystem for cloud computing. Above gives us a
brief over view of what exactly cloud computing offers. It means a great deal for any user across. But sadly
what stops a typical user/organization welcoming this and adopting it with open arms @&gar
surrounding it regarding privacy and security issues. And | must share my view here that this paranoia is just
not about it, it is for veridical and the user concerns are echt.

No specific reason exists for most of us intonating Cloud Computingas &l Cloud Security as Bad. On

one side we have eager clouds waiting to be exploited and on the other hand is a security concerned user
who does not want to risk anything in the fear of losing critical bits much of it may actually be paranoia
surroundingthe buzz. Cloud as a technology is ready to be adopted but are we ready keeping in the security
paranoia surrounding?

There are a horde of issues from a security point of view in context of the clouds few of which are discussed
below:

TRANSPARENCY IS £RE&ESITY

Few years back when Cloud was still in inception stage with big promises, nobody was actually so concerned
and serious about how the whole thing works?.What mattered to everyone was delivery of the service. But
today when the whole thing is readyp e served in the platter steaming hot, questions have arisen as to
how it has been made, how it has been designed, what are the ingredients, what is the source and who all
are sharing it etc? Do we say wrong time to ask? The CSP today has no ansvlesado questions that
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include how virtual machines sharing a physical server are isolated from each other. How the data protected
and network is secured? or How is the network architecture that the CSP provisions for the user is
protected? Any vulnerabilf existing at any point is a single point of failure that can have cascading effects

to say the least. On the other hand even if a CSP makes the entire thing transparent there will be fewer users
to check the claims and intervene with amends. The trarespay factor for any user and CSP is intensified

by multitenancy and availability of shared environments. In an ideal condition a typical CSP must be able to
instantly bring out finegrained security specifications and details for the entire stack incluslifigvare
versions, patch levels, firewall configuration settings, tracking server snapshots, user access rights, and so
on.

LACK OF STANDARDS

Cloud computing is like a powerful ,proven wonder baby in the land of technology wherein past technology
giants are already standing strong with stability in terms of proven set security standards and user
confidence who have been using the same for long years without major setbacks. Standards, Practices,
Regulations, Processes and most especially set outlooks $tdhndrive the industries. Deprivation of
senesce cloud standards continue to be the prime reason for much of the dubiousness and gainsays fronted
by organizations bidding to embrace cloud computing. These reasons are genuine since the amount of
reputation, finances at stake, in case of a failure, are enough to crash an established organization on any
given day. The immediate future for expecting to see these standards come and settle are also not very
bright since standards by nature move at a decelapace. The regulators find it all but inconceivable to
provision even draft standards since the effected and variety domains the cloud offers is brobdingnagian.
The security aspect in the overall cloud environs gets more challenging with applicativit#sespread

over diverse intercontinental locations whilst regulations differ for each zone.

SECURITY AUDITS ANBRENSICS
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Imagine the above fields as seen in the figure in context of Cloud Computing. The versatile characteristics of
cloud computing simply perplex the basic prerequisite of forensics in Cloud. The Cloud Storadecis!;iiot

can range panning acrossrtéments. So in a typical case as above where does the forensic expert look for
extracting remnants ofogs anddata. What will he confiscate? In orthodox computer forensics case,
investigators have full hold over the evidence including router logs, péoces 234 | YR KI NR
present right in front of their eyes. Regrettably, in the case of Cloud Computing, the hold over data varies as
per diverseness of service models availableS@aS, PaaS, and laaS. Even the delivery model makes a lot of
difference incl Public, Private or Hybrid etc. Thus dispersed nature of the Cloud based systems directly
effectuates control over the functional layers.

Besides diverseness of logs in different formats and consequent colligation has been a known issuance in
network forensics and this is exasperated in cloud environs because it is exceedingly unmanageable to
commix these varieties from different sources and make some useful analytics. Currently in the real world
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corporate houses invest in very thorough, etme "snapshot" security audits which are definitely not
leading anywhere wrong approach. A security audit is supposed to be-timealcontinuous process and
should be performed every minute which currently has technological limitations.

MOBILE/BYOD IS ONABDING TO CHAOS

BYOD, or bring your own device, has become widely adopted to refer to employees who bring their own
computing devices such as Smart phones, Laptops and ®Athe workplace for use and connecting on

the assumed secure corporate networBYODs have brought in appreciable security vulnerabilities and
complexness since based in cloud environs. Using a single device in form of a phone/tablet/Laptop for
personal work , including access to legitimate social networking sites and also maditegsusnay be at
times, as well as office work gives a run for cover for forensics experts in most cases. The corporate houses
that allows BYODs currently need to harden and configure strict security configurations realizing the kind of
vulnerability they g&and at. This is currently getting more and more difficult with applications getting more
and more intra platform. For.g. whatsapp that used to work primarily on Smationes has now moved to

web whatsapp with calling features too. File transfers, ealsle over this application has immense security
issues wherein any breach incidents are involved. The servers located across countries with different
regulations and cyber policies combined with typical cloud characteristics is only adding to challenges.

ENTROPY IN VIRTUALVERONMENTS IS NOTSEA

Any device with a need to authenticate utilizes private encryption keys and for these private keys to
generate, they require an initial random seed which is used as a base formula to mathematically compute
thepridl 0S 1Seasx |y GAYAGAFEATLFGAR2Yy @GSOG2NE Fa AdGa
is referred to as Entropy. Private keys, need to be as unique as possible. If keys are generated using the same
seed, then it would be trivial to compros@ the system, or for a malicious system to falsely appear as a
trusted device. Encryption systems depend upon entropy. Virtualization which is inherent to any cloud setup
invariably is a key attribute of this entropy and this can introduce vulnerabilitikeys and seeds can be
predicted.

INFRASTRUCTURE SHCYURTHE NETWORKEEV

Public cloud services before being exploited must be addressed for the following significant risk factors: SLAs
G2 Syadz2NB /2y FARSYGALF € Al e&-inttrahst ark takerS G Bf iASSimBleFmeatidiA | y A
here to take care of C,I,A has huge connotations. It does not get over simply since a lot goes into ensuring
these three ie. Confidentiality, Integrity and Availability.

Ensuring strict access controls tolire authentication, authorization, and auditing to resources being used

vide servicesffered by the CSP.

An example is an Amazon Web Services (AWS) security vulnerability reported way back in December 2008
GKSNBAY | Fflg 61 a NBLR2NISR Ay (GKS RAIAGEHE aArdyl
requests to Amazon SimpleDB, to Amazon Elastic Car@oud (EC2), or to Amazon Simple Queue Service
6{v{0 20SNJ I ¢¢ct d¢ ! fGK2dAK dzaS 2F 1 ¢¢t{ oAyadaSIR
using HTTPS (but using HTTP) did face an increased risk that their data could have been dttersitl in
without their knowledge.

DATA SECURITY

5FGF a80dNAiGe 6802YSa Y2NB AYLERNIFYd ¢6KSy dz@iy3a O
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i.e. laaS, PaaS or SaaS. Various facets of data security includat-Degg Datain-transit , Data provenance,
Data lineageData remanence, Data Processing déach of these has got a different level of sensitivity
depending on topology of the cloud being used by the organization.

CONCLUSION

The few issues bought out above are actually miniscule when actually seen in the marg/ of which |

have not touched like Infrastructure security at Host level and Application level, Data security and Storage,
Data security mitigation, Identity and Access Management, Trust boundaries ,Relevant standards and
protocols for cloud serviceSecurity management in the cloud, Access control, Security Vulnerability, patch,
and Configuration Management and Audit and Compliandssmentioned in the beginning of this article i
would again reemphasize that cloud computing is a change in businesdel, and not a new technology.

The most critical still to be resolved issue pertaining to the security in clouds is the use of shared resources,
or multitenancy. The real source of concern for Information security practitioners is that it is not cleex wh

and how to define and standardize trust boundaries. The need of the hour is to take calculated risk and start
with the exploitation, for risks will be there always.100 % security is a myth and is going to remain like that
for many more years to comeilllthen why leave this powerful tool without exploiting.
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Compiled by:

C.Shanmukhi Lavanya

ABSTRACT

Cloud Computing is evolving as a key technology for sharing resources. Grid Computing, distributed
computing, parallel computing andrtualization technologies define the shape of a new era. Traditional
distance learning systems lack reusability, portability and interoperability. This paper sees cloud computing
ecosystem as a new opportunity in designing cloud computing educatiortédrpha where learning actors

can reuse learning resources handled by cloud educational operating systems. To enhance learning objects
portability and interoperability not only cloud computing APl standards should be advocated by the key
cloud providers butalso learning resources standards should be defined by the Open Cloud Computing
Education Federation as proposed by this paper. Keywdlsd computing, cloud educational operating
system, learning actors, open cloud computing education federation.

WHYI?WHAT!??WHERE!???

Learning is about changing people's behavior and lives. It is a transformation process. Existing Distance
Learning (DL) systems have limited synergistic capabilities because of lack of reusability, portability and
interoperability. We eed a new technology that would do more and could be accessible to more with less.
Cloud Computing emerges. Cloud is a metaphor to describe web as a space where computing has been pre
installed and exist as a service; data, operating systems, applicattonage and processing power exist on
the web ready to be shared. A new reality is beingraef and terms like SaaS (Software as a Service), and
HaaS (Hardware as a Service) characterize the new ecosystem. Cloud computing can provide a context
where a Larning Object is transformed into a Learning Object Service; in this way cloud computing
technology could shape a new domain that of the cloud computing based education looking at Education as
a Service (EaaS). SaaS, HaaS and EaaS share the same chaoteristias of Elasticity, Flexibility, Efficiency
and Reliability

WHY?7?

CLOUD COMPUTING IBQUT LEARNING

The existing educational platforms designed and implemented by the different DL organizations should be
reengineered to take into consideration théoad technology; already main components and resources of
traditional DL systems can be found openly freely at the cloud offered by cloud computing apps with the
highest personalization. The educational dimension of the cloud computing is here. Cloudtiogniyais the
potential to change the face of the entire DL industry.
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LEARNING OBJECT ANHARNING OBJECT SERV

A typical digital Learning Environment encapsulates Learning Objects (LO) and Learning Object Services
(LOS). A Learning Object is a construct made of data and operations. Learning Objects are structured within
digital learning environments like Blackbdaand Moodle. A Learning Object exists because it satisfies an
educational goal. That educational goal may be autonomous or collaborative. By increasing their rate of
reuse their value increase as well. A Learning Object is transformed into one or moreng.e@bject
Services if it exists ready to be reused no matter what the client environment of the end user accessing the
resource is. Cloud computing provides a technological context for implementing Open Virtual Learning
Object Service collaborative sgats. It is now more imperative than ever that Learning Objects are being
designed and developed following standards that have been defined by a consortium of the Distance
Learning key players B. Specifications If it is to provide Learning Object Sewioaraents then we need
specifications and standards for what constitutes a Learning Object like a course or learning unit. All DL
infrastructures comply with the following: DL Courses have a duration of 10 weeks each, each week covering
a specific unit; ach unit consists of the following learning objects: learning guide, reading assignment,
professor's notes, self quiz questions, written assignment, discussion forum question, learning journal,
assignment solutions. All DL systems store these learningtshie specific formats; any attempt to reuse

LOs in another context requires considerable effort. This situation is backed by strong economic interests. It
is a greedy attitude where sharing, reusing and contribution do not exist as a means of reformwg a
social status. For a learning object to be transformed into a LOS it is required to be ready to serve upon
request with no cost except perhaps the fee cost. This means that it is preinstalled in an environment ready
to be reused. If we decide upon ditg object characteristics then we can design Cloud Educational
Operating Systems where objects have been preinstalled, set up and ready to be reused.

SPECIFICATIONS

If it is to provide Learning Object Servim@/ironments then we need specificationsdastandards for

what constitutes a Learning Object like a course or learning unit. All DL infrastructures comply with the
following: DL Courses haderationof 10 weeks each, each week covering a specific unit; each unit consists
of the following learningbjects: learning guide, reading assignment, professor's notes, self quiz questions,
written assignment, discussion forum question, learning journal, assignment solutions. All DL systems store
these learning objects in specific formats; any attempt toseeuOs in another context requires considerable
effort. This situation is backed by strong economic interests. It is a greedy attitude where sharing, reusing
and contribution do not exist as a means of reforming a new social status. For a learning objezt t
transformed into a LOS it is required to be ready to serve upon request with no cost except perhaps the fee
cost. This means that it is preinstalled in an environment ready to be reused. If we decide upon quality
object characteristics then we can digis Cloud Educational Operating Systems where objects have been
preinstalled, set up and ready to be reused

WHAT??

CLOUD COMPUTING

This is a technology that allows anyone connected to the internet to use hardware and software on demand.
In its description for cloud characteristics The US National Institute of Standards and Technology (NIST)
defines as cloud characteristics the following:-@mand seHservice, Ubiquitous network access, Resource
pooling, Rapid elasticity (resources cansbaled up and down easily),
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Metered service (resources' usage is measured) andaBggu-Consume business modelStaffing,
upgrading, crisis situations, licensing, depreciation, maintenance,-Ugackecovery become the service
provider's concern, kving the internal team to concentrate on strategic decisions. The traditional concept
that hardware and software are capital expenditures, are now being challenged and IT service providers can
now rent hardware and software. The drives of the market are efficiencies provided by improved
communication, a paperuse pricing model and the technologies such as virtualization and outsourced
storage. Many argue that IT should behave as a utility that can be turned up or down as usage fluctuates.
Cloud compung technology is based on grid computing, distributed computing and parallel computing
coupled with virtualization. The virtualization technology defines images of the operating systems,
middleware, and applications procreated and faitocated to physidanachines or slices of a server stack.

HAAS

Hardware on demand defines Hardware as a Service (HaaS) that runstesezboperating system offering
WebOS services. This new OS should not only drive the new application development race but also the
devebpment of interoperable Cloud Educational Operating Systems (CEOS). Hardware as a Service (HaaS) is
similar to licensing. We started with the MSP modes; according to this model a Managed Service Provider
(MSP) remotely monitors and administers hardwareaotlient's site on a subscription basis. Because not all
hardware lends itself to this model, some MSPs provided, still providsitermardware for clients and build

its cost into their fees. However, this arrangement puts financial burden on the M8R1dd&5 model, in

which the vendor allows customers to license the hardware directly, was developed to alleviate this financial
burden. The ability to build new systems andermgineer existing ones without interfering with internal
hardware is making Hardwe as a Service attractive. To increase availability and security, private clouds are
developed- provision of a cloud computing architecture over the corporate network rather than openly
across the internet. IBM, Google, Amazon, Yahoo, Microsoft haablestted many cloud computing centers
worldwide for customers wding out their cloud strategies.

SAAS

Software as a Service is a considerable change as we see software. No expenditure capital, only service cost.
Software just like the processing powerdastorage is seen as a utility that clients can pay for only as
needed. The goal is to centralize administrative tasks while improving scalability and work loads. The
following illustrates this technology. Building a laiggmale web commerce software hagdm always a
challenge. Amazon solves this problem by providing a reaalye infrastructure that has resulted to the
biggest worldwide online store. Amazon hides complexity and offers a simple APIl. The Amazon team takes
the full responsibility of storagdpokup and management of dataand turns them into payper-fetch and
pay-per-space web services. Business Week points out, "Wall Street is not going to jump on this. But the
SmugMug photo service did and other startups and small businesses will folleweisd large corporations

will not come, there is plenty of money to be made" . However according to this paper this is only the start,
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Wall Street companies are going to jump on this as the complexity and the associated costs of IT increase
dramaticallywhile revenues decrease. Compromises are going to follow hard economic and social decisions.
A new huge market emerges as many organizations and individuals attack it aggressively. Different schemes
of charge systems are designed based on Gbyte for stosagrice, CPUhour for computational services or

per node server if one has a clustered application.

LEARNING ACTORS INOGD COMPUTING

A Learning Actor is any entity involved in the learning process like management, students, instructors, lab
staff etc. There are five types of resources that can be provisioned and a Learning Actor can consume over
the Internet.

1) Infrastructure resources including computing power, storage, and machine provisioning.

2) Software resources including middleware (claathtric operating systems, application servers,
databases) and development resources (development, testing tools, and deployment tools).

3) Application resources. Educational Software applications are delivered through Software As A Service
(SaaS) model anashups of valuadded applications.

4) Learning processes. Applications exposed as utilities or tasks. Learning process sharing is the learning
driven application outsourcing that supports provisioning, reuse and composition.

5) Learning Objects Thispmr supports the open cloud manifesto ; however this is still a manifesto it does
not provide any standards yet and as a result cloud computing facilities and services do not support
interoperability. On the other hand cloud computing provides the contexére DL can flourish openly and
widely. Cloud Learning Objects and Cloud Learning Processes will be greatly benefited by the following two
key technologies that will play very important roles in this revolutionary phase: virtualization technology and
Senice-Oriented Architecture (SOA)

1) The virtualization technology manages

a) The imaging of the operating systems, middleware, and applications,

b) The preallocation of all the resources to the right physical machines or server stack slices;, ideally
images should be moved around and put into production environment on demand, c) the licensing
mechanism of all software layers in the cloud computing platform.

2) The SOA supports compondrased software development improving reusability, extensibilapnd
flexibility. In order to construct scalable cloud computing platforms, we need to leverage SOA to build
reusable components, standatthsed interfaces, and extensible solution architectures. Creating a cloud
computing platform is crucial in enablisgaring and reusing of its resources. Building a unified, scalable and
reusable Cloud Computing Educational architecture to support sharing of all types of resources still faces big
challenges in the areas of technology breakthrough and best industryigeactThe idea is when new
learning objects are needed we should be able to consume (reuse with the least effort) existing resources
and assemble new courses running on a Unified Cloud Computing Educational infrastructure.

WHERE??

APPLICATIONS

A. Collaborgion: Cloud apps give employees access to their information from anywhere around the globe.
All you need is an Internet connection. This allows more collaborative working as multiple people can view
and edit the same information at once, ensuring your teaarks efficiently.

B. Automatic Updates:Software as a service (SaaS) allows companies to ensure all users of their
application are on the same version of the software. This is because they can provide automatic updates to
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cloud applications, rather thawaiting for users to do it themselves. This also helps with support, as the
company will know what version of the software is being used when issues are logged.

C. Everyone Benefit€loud apps allow companies to push new developments to all users atersigjng
everyone benefits at the same time.

CONCLUSION

We are at the beginning of the cloud era; however lessons of the past do not drive cloud strategic decisions.
In this race the learning domain should reframe its own moments designing a Cloud i&daic&perating
System, an open and minimalist APl and provide free learning objects following standards designed by
OCCEF. The vision is a world in which the desire to learn is fully met by the opportunity to do so anywhere in
the world - where everyone,everywhere is able to access affordable, educationally and culturally
appropriate opportunities to gain whatever knowledge or training they desire. The OCCEF consortium should
act to realize this vision by addressing one isstiat of access to high qusf portable and interoperable
educational materiat and by partnering with organizations addressing related problems like cloud security
that must also be solved to make this vision a reality.

C.Shanmukhi Lavanya graduating % Btech Computer &dimpartment in Andhra
University College Of Engineering for Women

CSI| Adhyayan [OctDec. 2015] Page39



www.cstindia.org

CLOUD COMPUTING &@GERITY ISSUES

Compiled by:

U.Tejaswi

1. INTRODUCTION:

Cloud computing or in simple the cloud', focuses on maximizing the effectiveness of the shared resources
which are usually not only shared by multiple users but are also dynamically reallocated per demand. The
term cloudhas been used to refer to platforms for distributed computing almidwas used as a metaphor

for the Internet and a standardized clolile shape was used to denote a network in computer network
diagramsWith cloud computing, multiple users can access a single server to retrieve and update their data
without purchasing liceses for different applications.

Cloud computing has now become a highly demanded service or utility due to the advantages of high
computing power, cheap cost of services, high performance, scalability, accessibility as well as availability.
Cloud vendorsr experiencingppreciable growth rates in their businddBut due to being in a stage of
infancyi, it still has some pitfalls which need to be given proper attention to rolakel computing services

more reliable and user friendly
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Cloud computingand storage solutions provide users and enterprises with various capabilities to store and
process their data in thirparty data centers. It relies on sharing of resources to exhicoherence and
economies of scale, similar to a utility over a netwrk.

2. CLOU@HARACTERISTICS:

Cloud computing exhibits the following key characteristics:

Agility improves with users' ability to kprovision technological infrastructure resources.

Costreductions claimed by cloud providers. A puldlicud delivery model converts capital expenditure to
operational expenditure.

Device and location independend@ enable users to access systems using a web browser regardless of their
location or what device they use (e.g., PC, mobile phone). As infrastructuresitedffypically povided by a
third-party) and accessed via the Internet, users can connect from anywhere.

Maintenance of cloud computing applications is easier, because they do not need to be installed on each
user's computer and can be accessed from different places.
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Enables sharingdf resources and costs across a large pool

users thus allowing for: —
Centralization of infrastructure in locations with lower cost _

peak-load capacityincreases L -
Utilization and efficiencyimprovements for systems that are . /' \:'"" )
often only 1@20%utilized. Y Cloud ™
Performance is monitored and consistent and loosel )

coupled architectures are constructed using web services ‘ Secunty

the system interfacé’ —‘“':"“‘J Viia: |
Productivitymay be increased when multiple users can wa ) /

on the same data simultaneously, rather than waiting for
to be saved and emailed. Time may be saved as informa:
does not need to be rentered when fields are matched
nor do users need to install apgditton software upgrades to
their computer™

Reliability improves with the use of multiple redundant sites, which makes-designed cloud computing
suitable for business continuity and disaster recovery

Scalability and elasticitywia dynamic provisioning of resources on a fiyrained, sekservice basis inear
reaktime without users having to engineer for peak loads.

Securitycan improve due to centralization of data, increased sectioityised resources, etc., but concerns
can persist about loss of control over certain sensitive data, and the lackwityeor stored kernels.

bata Seoeky

3. SECURITY ISSUBSS@ACIATED WITH THEUD:

Cloud computing and storage solutions provide users and enterprises with various capabilities to store and
process their data in thirgparty data centers. Therare a number of secuty issues/concerns associated

with cloud computing but these issues fall into two broad categories:

Security issues faced by cloud providers (organizations providing softyéatorm:, or infrastructureasa-

service via the cloud) and

Security issuefaced by their customers (companies or organizations who host applications or store data on
the cloud)®

The provider must ensure that their infrastructure is secweRa G KIF G GKSANI Of ASyiaQ R
protected while the user must take measures to fortify their application and use strong passwords and
authentication measures.

When an organization elects to store data or host applications on the publid,dldloses its ability to have
physical access to the servers hosting its information. As a result, potentially business sensitive and
confidential data is at risk from insider attacks. According to a recent Cloud Security Alliance Report, insider
attacks are the third biggest threat in cloud computing. Therefore, Cloud Service providers must ensure that
thorough background checks are conducted for employees who have physical access to the servers in the
data center.

The extensive use of virtualizationimplementing cloud infrastructure brings unique security concerns for
customers or tenants of a public cloud sen/é&/irtualization akers the relationship between the OS and
underlying hardware. This introduces an additional layesrtualization - that itself must be properly
configured, managed and secur&thile these concerns are largely theoretical, they do exist. For example, a
breach in the administrator workstation with the management software of the virtualization software can
cause the whole datacenter to go down or be reconfigured to an attacker's [&]ng.

SECURITY ANHERIVACY
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Identity management

Every enterprise will have its own identity management system to control access to information and
O2YLJzi Ayad NBaz2dz2NOSad /f2dzR LINPOARSNE SAGKSNI Ay(S:
their own infrastructure, ging federation or SSO technology, or a biomdiased identification system, or

provide an identity management solution of their own.

Physical security

Cloud service providers physically secure the IT hardware (servers, routers, cables etc.) agathsriaad
access, interference, theft, fires, floods etc. and ensure that essential supplies are sufficiently robust to
minimize the possibility of disruption. This is normally achieved by serving cloud applications from ‘world
class' data centers.

Persanel security

Various information security concerns relating to the IT and other professionals associated with cloud
services are typically handled through grpara and postemployment activities such as security screening
potential recruits, securitawareness and training programs, proactive security monitoring and supervision,
disciplinary procedures and contractual obligations embedded in employment contracts, service level
agreements, codes of conduct, policies etc.

Availability
Cloud providers Hp ensure that customers can rely on access to their data and applications; at least in part.
Application security

Cloud providers ensure that applications available as a service via the cloud (SaaS) are secure by specifying,
designing, implementingtesting and maintaining appropriate application security measures in the
production environment.

Privacy

Providers ensure that all critical data are masked or encrypted and that only authorized users have access to
data in its entirety. Moreover, digitatlentities and credentials must be protected as should any data that

the provider collects or produces about customer activity in the cloud.

4. CLOUD SECURITWCROLS:

Cloud security architecture is effective only if the correct defensive imeigations are in place.
Efficient cloud security architecture should recognize the issues that will arise with security management
The security management addresses these issues with security controls. These security controls are usually
be found in oneof the following categories?

Deterrent controls

These controls are intended to reduce attacks on a cloud system. Much like a warning siégnoa ar a
property, deterrent controls typically reduce the threat level by informing potential attackers that there will
be adverse consequences for them if they proceed. (Some consider them a subset of preventive controls.)

Preventive controls
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Preventive controls strengthen the system against incidents, generally by reducing if not actually eliminating
vulnerabilities. Strong authentication of cloud users, for instance, makes it less likely that unauthorized users
can access cloud systems, andrmlikely that cloud users are positively identified.

Detective controls

Detective controls are intended to detect and react appropriately to any incidents that occur. In the event of
an attack, a detective control will signal the preventative or corectiontrols to address the issue. System
and network security monitoring, including intrusion detection and prevention arrangements, are typically
employed to detect attacks on cloud systems and the supporting communications infrastructure.

Corrective contols

Corrective controls reduce the consequences of an incident, normally by limiting the damage. They come
into effect during or after an incident. Restoriegstem a backup order to rebuild a compromised system

is an example of a corrective control.

5. CONCLUSION:

Cloud omputing has reached a maturity that leads it into a productive phase. This means that most of the
main issues with cloud computing have been addressed to a degree that clouds have become interesting for
full commercial exploitation. le major Cloud technology developers continue to invest billions a year in
Cloud R&D.More industries are turning to cloud technology as an efficient way to improve quality services
due to its capabilities to reduce overhead costs, downtime, and autométesinucture deployment.
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